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Varsayim t

“Sitemiz Cok Guvenli”:

e Firewall'larimiz var (en iyisinden!)

e Herseyi sifreliyoruz (128 bit!)

e 3 ayda bir audit yaptiriyoruz (en pahalisindan!)

e Gizlilik politikamiz var (sorumlulugu paylasiyoruz!)




Gercgek:
Sitelerin %97’°si Hala Tehditlere Acik

Bilgiye Ufak Aciklar
Erisim ve 4% Modifiye
Tam Kontrol

Edilebilir

31% Bilgi 7%

Hijack GiZiligin inlali
Transaction 25%
7%

Web

e-Shoplifting ”Sitesir?in
239 Silinmesi 3%

AppScan ile yapilan 300 AppAuditiin sonucu




Problem -
Web Uygulamalari Hack Ediliyor

B2B veya B2C Alim/Satim
Hareketlerinin Degistirilmesi §
- = - SN N i
S \\“:\ \

v e :
S

Sayfalarin
degistirilmesi




EMULEX Olayi

v' 2000 yilinda web sitesi hack edildi, yanlis basin duyurulari

kondu

v Son ceyrege ve ilaveten 1999/1998’e ait kar hesaplarinin
gozden gecirilmekte oldugu duyuruldu

v' CEO Paul Folino’nun istifa ettigi ve Emulex’in Borsa Kurulu
tarafindan arastirma altina alindigi yaziyordu

v Hepsi yalan olan bu haberler 15 dakika icinde hisselerin
113%’dan 43%’a diismesine neden oldu

v 30 dakika sonra firmanin hisseleri borsada donduruldu ama is
Isten gecmis oldu

v' Emulex, Internet Wire ve Bloomberg hakkinda yalan haberden
sorusturma acildi




Genel Gorunum

Masausti ' lletisim : Network: Web Uygulamalari
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Application Servers Backend
Server
P I —
. . . Databases
[ [ I Web Servers
Web Servers Manual Patch’ler ve
: : : Kodlarin Gézden Gegirilmesi
Antivirus , Sifreleme . Firewall’larh
Korumasi (SSL) Yonlendiriciler/

Atak Tespit Sistemleri




m 000
On Tip Uygulama Saldirisi
0000
o000
o0
o
s Gizli Alanlarin Manipulasyonu - eShoplifting
s Parametre Degistirme - OS ya da kritik veriye erigim
e Arka Kapilar ve Debug Opsiyonlari — Koda/uygulamaya admin yada gelistirici olarak erisim
s Cookie Zehirleme — kimlik bilgisini calma, illegal transaction
e Gizli Komut icrasi — OS’e erisim yada uygulamayi OS seviyesinde kontrol, sayfa degistirme
S Forceful Browsing — kritik veriye erigim
e Cross-Site Scripting - server-side exploitation, kritik veriye erigim; eHijacking
e Onbellek Tasmasi — kritik veriye erisim ya da siteyi/uygulamayi ¢cékertme

e 3r9-Party Konfiglirasyon Hatalari — OS ya da veriye erisim

® Aciklanmig/Bilinen Zayifliklar- OS erigim; siteyi ¢bkertme; kritik veriye erigsim

dahili



Gizli Alanlarin Manipulasyonu eecs

e Zayifligin Aciklamasi.

Uygulamaya istemciye veriyi form icindeki gizli bir alan icinde gonderir. Bu gizli alanin
degistirilmesi, web uygulamasina geri donen veriyi bozar

e Neden Gizli Alan Manipiilasyonu:

Gizli alanlari transfer etmek, uygulamanin bir pargasindan baska bir parcasina (ya da iki
uygulama arasinda) karmasik backend sistemleri kullanmadan bilgi gecirmenin basit ve
etkin bir yoludur.

e Bu manipiilasyonun sonucu olarak :
Uygulama degiserek gelen bilgiye gore davranir, orijinal bilgiye gore degil

dahili



Gizli Alanlarin Maniptilasyonu - Ornek

#2 Product Information for IBM PC Camera 2 Pak - Netscape
Fie Edt View Go Communicator Help

13 3 3 4 - & < & @ N

oI and H&bad Hume Seach Metzcape Pli'lf Secunfy lin)n)

H qt Bnokmalks _&. Gu h:' |hllp .r‘f'wmu HYZ. mm.-‘shnppmg catt, htn'ﬂ — J @'Wha‘t‘s Related .

J% Instant Message | Members webMal [ Connections = Bizlounal 2] SmartUpdate [E Mktplace

|+

Shopping Cart &7

Contact Us *

Omder Status ¥

o 1o Mac Product Information
SHOPPING CART

product oty IBM PC Camera 2 Pak (White B{)X C nneras)

[BLI PC Carper.. 1
tatal: $120.95 by XIRLINK VIDED MEDIA Customer Rating: -

L & L] -
Zheckout &£ LIST PRICE G404 . Peripheral
ar Ghanga Gluantity * OUR PELCE: $129.95 (You save $50.04) Froduct # INS95330
@ 4 Earn Ililes |
[s]s (‘ click here to learn how to gualify Add To Cart |

=
Lvparlability: Usually ships in 24 hours
We may ondy sell this product to the following countries:

SUPPORT




Gizli Alanlarin Maniptilasyonu - Ornek

! Product Information for IBM PC : file:///J1#Us. . ing cart. html - Netscape Composer
Fie Edt View Insert Format Tool: Commurscator Help

08 B F #% Rag @ &8BgFg @ 4 — H @

Mew Open -:=v= Publish Prewiew Cut Copy Paste Pnnt Find Link Target Image H.Line Table Speling

A E A A A M = = <E E E.

i . 1
! Product Information;
. <input type= "hidden" name="Price" value="129.95> i

[
, .

Enter tag narns and ~eas <Bebibes e czcamatars for one tag only:

Lol

l<input type="hidden'' name="Frice" value="129 35"

Checkout ok | Cancel Verify Hep |

or Change Cluantity - _—————————
ot (." !
Eg- s VEarn Miles
S | = sclick here to learn how to gualify
y

TR

[ ———————————————— - *svallability: Usually ships in 24 hows




Gizli Alanlarin Maniptilasyonu - Ornek

™ Product Information for IBM PC : file:/741/Us. .ing cart.himl - Netscape Composer
File Edt Y“ew Inset Fomnat Tools Communicator  Help

S g e XA EEs 8 E — HOE

Mew Open Sawve Publish Preview Cut Copy Paste Prnt Find Link Target Image H. Line Table Speling

A A A4 A M = = 2 & E

H \ =]
5 Product Information!
1
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______________________________________ I
""""""""""" T H
s E—— :
n
SHOPPING CAR Eritet tag name and any attnbutes = == ==tars for one tag only. i
------------ [ 1
<input type="hidden" na te="Price™ value="1, 95" i | :
i
!Eriﬂhpfh:dgﬂﬁ\:} _________________ :
total: $129.95 — o |
]
Checkout [ ok | coneel Werify Help | '
or Ghange Cuantity - e e o :
cair § ¥ Ly R
pC —"@, \Eamn Miles : © o
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Gizli Alanlarin Maniptilasyonu - Ornek

i rowr Drder - Hetscape

Fie Edk Yew Go Communicebor Help

v » A4 DA - m 3 & B
k" Boakmarks # i e [t/ e iz com/pararder. himi = ﬂ'\ﬂnﬁ Rielated
" BlinsariMessage F Members (3] Wetttal 3] Comnectons |3 Baloumal (B Smatpdate F Mkipisce

% | Tt

g

HI.- -\.Iuhs :"ﬂ] ™
Contact [Ts =%
.TﬂIErmm &

W' | $ 1 . 9 5 Shopping Cart

Your Shopping Cart Contains -
(PNos Prce | Toel Price
Jarﬂi: hf:;mrs 2 Palc (White Box Cameras) U:jtlélzilﬁ’hiﬂp: i pi05 $1.95

© Subtorl: $1.95

18 vyrone gl & ervor when yro trr to cheek oual, you may be behind a feewall that does not suppor secure ransecions. 15 s
hapipenes, o can ues our egilar g

i == [Document Dane =T 7 = %




izli Alanlanin Manipiilasyonu - Ornek::*

AltaVista: Simple Query

type=hidden name=price™" - Netscape .
File Edit “iew Go Communicator Help

<« 2 A 44 = & & #
Back Fapward  Reload Home Search  Metscape Print Security Stam

“!v Bookmarks & Location:lhttp: 2w alkavista comdcgirbindquemn?po=qkkl=<<kstype=stexthq=%22type % 3Dhidden+name 30 price® 22 j ﬁv ‘what's Related

ﬁlnstantMessage Wiebhdall Contact People “ellov Pages Download Ci Channels

mtﬂvlst-ﬁ DNNe DN ] AltaVista.com Shopping.com  ZipZ.com =
Ask AltaVista™ a question. Or enter a few words in Iany language 'I Advanced Test 59%
Search For:  web Pages © Images { Wideo © Audio
[rewme=rs i e e Search
[l sPECIALS
Jmazon.com
+ Search, iype—in... o
+ Save up to 50% 5 < to tneﬂlﬂﬂ'[
About.com b
« Find: "type=hi... » AltaVista found 78 Web pages. Family Filter is of.
« Wyin §100 0000 Take our one minute survey!
m;;pi_ng".cﬂ _ 1. Shopping Cart Demonstration
+ Search: "type=hi.. Welcome to the Virtual Shopping Cart dernonstration. To get shopping carts working on your systern you first need to contact
Jeremy@apcom.net and have him. ..
AltaVista Shopping URL: www. gpcom. netfordershopping. htm
« Yisit our online Last modified 12-Jan-58 - page size Bk - in English [ Translate |
shopping guide
2. Shopping Cart
Online Secure Order Form. Shopping Cart Demonstration and Instruction. These next few pages will explain how to use the shopping cart
pragram and the wide.
URL: www. aguanut. comdshopping. html
Last modified 4-Jun-99 - page size 20K - in English [ Translate |
3. SHOP4LESS - Discount Merchandise
EZ Webcart - EZ to use - EZ to..
URL: wowew. ezwebcart. comfsamples. html
Last modified 1-Mar-99 - page size 8K - in English [ Translate |
4. DevCart
Develoners Choice Hiah Performance YWeb Hosting. DevCart Static HTML Driven Shoosina Cart. Version 2. 09/01/98. Oveniew. DevCart is =
|=F == | Document: Done S oo

Cnzeg
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Cookie Zehirleme

e Zayifligin Aciklamasi:

Cookie icinde yer alan oturum bilgisi degisik bir degere ¢evrilir ve uygulamanin yeni
oturum ID’sine gecmesine neden olunur.

e Neden Cookie Zehirleme:

Bazi oturum ID’leri guvenli degildir 6rn. sifrelenmemistir, zayif sifrelenmigtir,
hash’lenmemigtir vs. Bu gogunlukla uygulamay: geligtirenlerin kriptografik bilgilerinin
zayIf olmasindan kaynaklanir

e Bu manipiilasyonun sonucu olarak:

Hacker’lar kullanicinin kimlik bilgilerini Ustlenebilir ve s6z konusu kullanicinin bilgilerine
erisebilir — kimlik calma/bagkasinin yerine gegcme




Cookie Zehirleme - Ornek 33

File  Edit “iew Go Comrunicator Help

=

v » A DX o wWw o & N

Back Fonward Reload Home Search  Metzcape Print Security Stap
T _n! " Bookmarks \._& G ta Ihttp:.ff'www.pa_l,lbillsu:nnline.com.r'lu:ngin.html j @v What's Felated

J%InstantMessage " ebib ail Cartact FPeople ellow Pages D owsrload Ci Charinels

Pay your bills online

User: Iﬁ.bacar ius

Password: |=**~

Return To Home Page

[ [=B=| | Document: Dane




Cookie Zehirleme - Ornek

¥ Due Bills - Metscape

File Edit “iew Go Communicator Help

=

¢ @ A N = < & &
Back Forpard  Reload Hame Search  Metzcape Prirt Secuity Shap
- W!TEu:u:ukmarka 7.8 Eiu:utu:u:Ihttp:h"www.payhillsonline.cumfdue-bill&.a&p j 17 wihat's Related
J%InstantMessage Webh il Contact People “rellow Pages Download |:|' Channels

Abacarius
these bills are awaiting your payment instructions
Due Date Biller Total Due Min Due
Show Pay 8/14/1999  Pacific Bell 2352 $15.52
Show Pay B/20/1999  AT&T £14356  $143 56
Show Pay 8/25/1999  SoCal Gaz & Electric £13.65  $13.65
Total: $180.73  $172.73

Eillz | Billers | Profile | Sizn Of

= == |Document: Dane




Cookie Zehirleme - Ornek

& cookies - Hotepad

1Dl =]
File  Edé Seach Hep
% Metscape HTTP Cookie File = |
B http:/fuww_netscape confnevseef/stdS/cookie _spec . html

# This is a generated File* Do not edir

wwt . paybillsonline.con FALLE zyzszirFheuad? A9E127TI509R65

zyzxzirth646320981373509865




Cookie Zehirleme - Ornek it

B http:/ uww. netscape . com/nevsref/std/cookie spec . hbml
# This is a generated File* Do not edit

wirii paybillsonline .con FALS. qlsmhlmbss 12 0981373509865

qlsmh1n646




Cookie Zehirleme - Ornek

= Due Bills - Netscape

File Edit “iew Go Communicator Help

I S A S - T T

Hlach Forwerd Reload Home Search  Metzcape Frint Securty S.top
T Wiv B ookmarks \&. Go h:n:Ihttp:.-’.fwww.pa_l,ll:nillsunline.com!due-bills.a$|:l ﬂ ﬁ"w"hat's Related

g%lnstantMessage " ebibd ail Cartact People fellow Pages Dowrload |:|" Channels

Jekison
these bills are awaiting your payment instructions
Due Date Eiller Total Due DMin Due
Show Pay 8/1/199%  GE Capital Mortage Services $3376.98 $5376.98
Show Pay 8/15/1989  JC Penny $256.60  $256.60
Show Pay 8/25/1999  Chase Visa $13879.52 $1387.95
Total: $19513.1 $7021.53

Eills | Billers | Profile | S1en Off

= == |Document: Done TEE2 o




Arka Kapilar ve Debug Opsiyonlari

e Zayifligin Agiklamasi:

Uygulamalarin belli bir parametre ya da karakter dizisi gondererek aktive edilebilen gizli
debug opsiyonlari vardir.

e Neden Arka Kapilar ve Debug opsiyonlari:

1. Debug opsiyonlarini kullanilablir halde birakmak, kod gelistiricilere bug’lari daha
kolay bulup daha cabuk fix etmeleri imkanini verir.

2. Uygulama gelistiriciler sisteme erigimlerini garanti altina almak i¢in arka kapilar
birakirlar.

e Bu manipilasyonun sonucu olarak:

Gizli debug opsiyonlarinin aktive edilmesi, hacker’lar igin uygulamaya (genellikle sinirsiz
seviyede) erisim olanagi saglar.

dahili



Arka Kapilar ve Debug Opsiyonlan - Ornek

Online Banking - Account Summary - Netzcape

File Edit “iew Go Communicator Help

4 A 4 & & & N
Back Fonward  Reload Haome Search  Metscape Frint Securby St
T JYEDkaarks J{ GDtI:IZIhttp:.-".-"WWW.HHH.DDI‘ﬂ.-"DEI.-"aCCanD.-"aCCtSL,IITI.-" jﬁTWhat'sHelated
g%lnstantMessage w'ebild ail Caontact People “ellow Pages Download |’_|" Chantels

Account Summary

A ccount Summary provides a snapshot of your finances.

Ligquid Accounts Account Numbers Available Balance
Pam's Checking ORTA_SATTT PRl 18
Tetuls Checking BTR5-432E00 $1.317.10
Money Mlatket TRRE_SEATT §7.65525

[+ Heat FDIG Insured + Mo Bank Guarantes » May Losa Value|
Lo $10,888.53
Credit Accounts | O S —— | itaileb o Bl
V34 3456-TRR0-3CE0I RN 465045
MASTERCARD QETG- 343230000 R0 $1,.287 52

Teo end your banking session, be sure to Sign Of

Account Summaty | Bill Pay | Transfer | Customer Service | b ain Menu
Home | Contact s |

2

i (== | |Document: Done
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Arka Kapilar ve Debug Opsiyonlan - Ornek

Online Banking - Transfer - Hetzcape

File Edt “iew Go Communicator Help

I A T S - N

Back Farmard  Relnad Hame Search  Metzcape Frint Security St
v J TBockmarks A Goto: Ihttp:.f'.fwww.:-c:-c:-c.cum.-’per.facctlnfn!tlansfew’ ﬂ ﬁ' *what's Felated

J%InatantMesaage W ebibd ail Caontact People ‘rellow Pages Download |’_‘|'r Charnelz

Transfer

It's sumple T Leowe motey between your accoutts online,

|

Tenmcfor fram accam=: |:Zm's Checking JR7R £427:70 =
Transfer o account | [Jo'in's Checking B765-432)00 =l
Amount l

Send | Clear |

et up an Automatic Transfer from one account to another.

& coount Suminaty | Bill Pasy | Transfer | Customer Betvice | Main Menn
Hose | Contact Ug |

E == | | Document: Done




Arka Kapilar ve Debug Opsiyonlan - Ornek

¥ Dnline Banking - Transfer - Metscape

File Edt Yiew Go Communicatoe Help

7 i 2 o]

| 2 2 A A4 2 W o £ g E
4 Back  Frwed  Relbad  Home  Seach Metscape  Pinf  Secwity S0p =
T if Bockmaks K Goto: [hitp e o comAper/accountiniodl nsier?debug=onkfiom=S875-543444410=1234 987655k amourt=100000 = | 17 what's Relsted
G BlrctantMessage ) wiebMal B Contact |J) People |9 “elow Pages Bl Download [ Charnels

?debug=o0on&from=9876-543444&to=123-987655&amount=100000

Debug Transfer - REMOVE FROM PRODUCTION VERSION!!
*#+* DEBUG TRANSFER ST

From; 9876.543444
To: 1234987653
Amount: 100,000

Transaction #: 5379

*+x DEEUG TEANSFER LiSh.Eik

Tour transfer has been sent.

Account Summary | Bill Pay | Transfe | Customer Service | Main benu

Home | Cor. ot Us|

From:9876-543444

To:1234-987655
Amount: 100,000
Transaction#: 53796

" [Decument: Done Sl % A2 @ 2| 4
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Uygulama On Bellek Tagmasi

e Zayifligin Aciklamasi:

HTML formlarindaki agiklari kullanarak sunucuya kaldiramayacagi (beklemedigi) kadar ¢ok
veri gondermek — sunucu nasil davranacagini bilemeyebilir.

e Neden Uygulama On Bellek Tagsmasi:
Uygulama gelen karakterlerin sayisini kontrol etmiyor diye 6zetleyebiliriz.

e Bu manipiilasyonun sonucu olarak:

Uygulama ¢oker, cogu durumda tum web sitesi kapanir (DoS). Kimi zaman ise uygulama
gelen kodu bellekte uygun yere yazar ve icra eder.

dahili



Uygulama On Bellek Tagmasi - Orr§ 3k

: Nelscape

File Edt View Go Communicator Help
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Uygulama On Bellek Tagmasi - Ordgk
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Uygulama On Bellek Tasmasi - Ornek sss.
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Uygulama On Bellek Tasmasi - Ornek eoo

I Netscape

File Edt “ew Go Commuricatar kEelp

ease lell us about yourse

AN TN BN IR A aaiha

Company name: [000000000D00DDNINNDHNNOCNOCCCOC0AG0000000000000T

Name; | |

L —

Address; [ |

City: | =]
Zip/Poslal code. | =l
Country: | =l

Slate: | iz

Phone, | |

Faw: | |

Emai: [ ]

How did yvou gat to know us | =

['E|$| Cocument: Dc = 52 358 D B2 2 | ﬁ




Uygulama On Bellek Tasmasi - Ornek

Netscape

N

There was no response. The server could be down
or is not responding

If you are unable to connect again later, contact
the server's administrator

aaaaaaaaaaaaaaaaaaaaaaaa

dahili



Gizli Komut Calistirma

o Zayifligin Agiklamasi:

Web sitesine zarar verecek zararli (ya da calistirmaya yetkiniz olmayan) bir komutu truva
ati mekanizmalari ile ¢alistirmak.

e Neden Gizli Komut icrasi:

Web uygulamalari bir alandan (field) gelen veriyi yeni bir komutu ¢alistirmak igin
kullanabilir. Ancak gelen igerigin icra edilebilir kod oldugunu degil sadece veri oldugunu
varsayarlar.

e Bu manipiilasyonun sonucu olarak:

Hacker web server Uzerinde istedigi komutu icra ettirebilir; shut down, sayfa degistiriimesi
ya da kritik verilere erisim gibi.

dahili



Gizli Komut Calistirma - Ornek soct

.- Edi Miew Go Communicator Help
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izli Komut Calistirma - Ornek soct

P ] A

© File Edit “iew Go Communicator Help

=
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Back Fopward  Reload Home Search  Metscape  Print Security Stop -
[ ‘— “ " Bookmarks J‘ Goto Ihttp:a’a’wwwl23.coma’maps.html j @'What's Related

ﬁlnstantMessage Members WiebM ail Connections Bizlournal Smartl pdate MEktplace

We need a city, state; city, state zip; or a zip to generate a map

Street Address, Intersection or Anrport Code

|< '——fexec /binfecat fete/ssl/private

City, State Zip or a ZIP

|
Get Map |
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Bilinen Aciklar (Zayifliklar)

Zayifligin Agiklamasi:

Web sunucu yazilimlarindaki bilinen bug’lar, konfigirasyon hatalari vs. Fazla so6ze
gerek yok, hergun karsiniza bir yenisi ¢ikiyor. Son kullanicilar genellikle bu
aclklar kapatmak icin vendor’'un patch yayinlamasini beklerler.

Neden Bilinen Aciklar:

Third party vendor’larin bug’lari vardir (Microsoft IIS vs). S6z konusu UrUnler birgok
sitede kullanildigi igin, cok detayl olarak ¢cok fazla hacker tarafindan
denenmektedir, yenileri kesfedilmektedir.

Bu manipiilasyonun sonucu olarak:

Bir kez bir bug bulundugunda, Internet’in buyuk kismi hacker’lar tarafindan
taranmakta ve bu aciklar kullaniimaktadir. Hacker’larin elde ettigi basari zayifigin
tipine gore degismekle birlikte, admin password’lerini ele gegirmek vs. hi¢ de
siradisi igler degildir!

dahili



Bilinen Aciklar - Ornek

3 http://www_acme-hackme.com/msadc/_ al™ Jwinnt/system32/cmd.exe?/cedirrc:Ak App - Microsoft Intemet E... =] B3

J Eile Edt “iew Faworter Tool: Help |
J = = - @ ﬁ | @ | J.-’-‘-.eressl WE me-hackme.cuma’msadcf..él_..él_..él_..él_...-’winnt.f'system32a’c:md.er:e?a’d+dil+c:'\j Go ||
s
Directory of o:b
04/16/01 12:30p <DIR> AcweHackne
04/16/01 1Z2:17p <DIE> bemeHackme ORIG
02/07/01 10:50a 0 AUTOEXEC.E _ _ _ _
D6/25/01 10:25a <DIR> CFUSICN Imsadcl é’) é') é') é')
0s/26/01 0Z:57p ; 0 COMLOG. txt Dosd iy oolsdy oolEdd o polEdy oo
0z/07/01 10:50a 0 CONFIG.3YE = H O
Gorner0s DSiatn P emiees - IWiINNt/system32/cmd.exe?/c+dir+c:
0z/07/01 04:59p <DIR=> DRIVERS
07/10/01 08:57a <DIR> flexlm
05/31/01 11:04a <DIR> os
05/23/01 0Z:46p <DIR> Inetpub
07/07/01 09:46a <DIR> Internet Explorer 4.0 3stup
0a/21/01 03:10p <DIR> EPCH3
0z2/08/01 10:13a <DIR> Multimedia Files
0e/13/01 1Z:08p <DIE> My Download Files
04/15/01 08:53a <DIR=> My Music
06/25/01 02:01p 57 My.cnt
03/26/01 11:57a 57 my cnf.bak
07/10/01 08:56a 209,715,200 pagefile.sys
OE/27/01 09:31a <DIR> Palm
a7/09/01 12:36p <DIR> FHP
07/02/01  01:44p <DIR> Frogram Files
07/10/01 10:ZBa <DIR> TEMP
03/29/01 10:Z8a <DIR> vhroker
0s/26/01 03:42Zp 35 WFCHAME.INI
a7/07/01 09:49a <DIE> Mindows Update Setup Files
07/09/01  12:49p <DIR> WINNT =
07/039/01 0O5:Z1p 34,698 winzip. log
as/30/01 10:33a 33 ZATEMP.LSZT
fr i ml T= 1= d=" N m Tl b N =t } [ =T T CE T TN j
|&] Done l_l_li Internet G
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3rd Party Konfigilirasyon Hatalari

e Zayifligin Aciklamasi:

Yanlis konfigure edilmig bir 3rd party yazilim, gereksiz birgok bilginin disaridan
alinmasina izin verebilir (password’ler, ayarlar vs.). Saldiriya agik davet!

e Neden 3 Party Konfigiirasyon Hatalari:
3" party uygulamalarin kurulumu ya da bakim/tutumu esnasinda meydana gelir.

e Bu manipiilasyonun sonucu olarak:

Bir konfigUrasyon hatasindan yararlanarak hacker yeni bir database yaratabilir ve
halihazirda var olan database’i bozabilir.

dahili



3rd Party Konfiglirasyon Hatasi -

/] View Active Server Page Source - Microsoft Internet Explorer

J File Edit “iew Go Favoritez Help

OrneR::.

HERERRRRRRARARARAR R AR AR AR BB RBR BB E SRR REE AR RRRRRRRRRRR AR AR R R R
# APPLICATION SLIERMAT

print "Content-ty;
if { defined $user:

source=/msadc/Samples/../../../..]..

and
fusers{bposte s L o et T o e ol e
1
print Stemplatized"fworkingdir/Application2. html™);
¥
else
d
print Btemplatize{fgeneralpage, "fou entered the wrong password.', 'page §afile not available.");
¥
exit;

b = e w1 | =
4= - * - @ ﬁ | @ i e S E‘ @ =
Back Fanyand Stop Refrezh H- . | Seach Favortes  History  Channels | Fullscreen Man Crirnt
J Address I@ hittp: /4192168168, 59/meade /7 amples/SELECTOR /showeode aspPsource=/mzadc/S amplesd. /. /. /. L facmehackme/bankbank. pi j “ Lirks
PG StETETa 2 e Fa T2, -
! [
else
{
print &templatizedfgeneralpage, 'An unexpected error occurred.', ‘page tafile not available.");
I
euxit;
I

J

reemedseose /meadce/Samples/SELECTOR/showcode.asp?

T (@ meneere

(Kl

dahili
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Cross Site Scripting

e Zayifligin Agciklamasi:

Ugtinci bir sahis size bir link gdnderir (ya da e-mail vs.) ve bu URL bir script ve
parametre igerir. Kullanici bu URL’e baglandiginda site bu script’i calistirir.

e Neden Cross Site Scripting:

HTML icinde birgok parametre olur ancak script’ler ile olan baglantisi cogunlukla g6z
ardi edilir.

e Bu manipilasyonun sonucu olarak:

Oturum sanal olarak ele gegcirilir (Virtual hijacking). Yetkili kullanici ile site arasinda gelip
giden tum bilgi manipule edilebilir ve kotl niyetli Gglinct sahislara gonderilebilir.

dahili



Cross Site Scripting - Ornek

Username

Password




YY)
. . - . o000
Cross Site Scripting - Ornek sost
o0
®
= Makie your monsy waerk - Message (HTFL) e L _-J_nlﬁl
| e Edt Vew [nsert Format PGP ook actons el
":E“‘*’ ftatrn | oRtouem | @15 | VI X |4 - & - LD B 57 . e Saldirinin ilk adiminda
- bankanin kullanicisina,

Subject-  Fhs your oy wirk

-l bankadan geliyormus
gibi gozuken ve ozel bir
promosyon vs. haberi
iceren bir mail gonderilir

ake Yol Eaney W -||-'




) . . ceeo
Cross Site Scripting - Ornek soct
:0

Bl Bl Wew Fgods look  Hep Links @eebFacine 2 |ipeioan B Ao Rheid Hactme ﬂwlﬂ‘m E|Faptuest @M :Jﬁ

poo DAA DD DED* e[ i st et reanm e s e e s 21| KU l@NICINTN (ve

— ) SR 2} 3

HACKME T P e bankanin) haberdar

— R

olmadigi bu linkin iginde
= bir javascript vardir.
anﬂ@l— Kullanici linke
tikladiginda bu script ile
— birlikte bankanin login
et ekranina yonlendirilir. Bu
sayfada kullanict UN/PW
bilgilerini girer, hersey
normal gozukmektedir.

| SEARCH | LOGIN | ACCOUNT | COMTACT

& Wl B bieei




Cross Site Scripting - Ornek sect

F_‘I wmment]1] - Motepad | _.Jnl_ﬂ
Ble Edb Fumal  Helo
CHTML>cHEAD><TITLE>Hackme Bank< /TITLE><table width=%%0 border=0x<TR> <TD helght=74 3

it h=141><a href-"defaﬂt,ﬁhp"HI:WG bordar=0 haight=F2 src="images hackmelogoz. gif”

it hel3%e</ax</TO><TD helght=74 width=435><IM3 border=0 height=72 src="images homel,glf" Sayfar“n kaynak

ol bl 4L ATl TRE<TR > <TD bgColor=#385491 colSpan=2: <P aH?n-ri a

href="search. Ehp":drr-; bordar=0  helght=z2 5rc-“|mac_|es:'sear-:h.lg feaiazea o

hr'eF-"‘ln:-qin.;:n p'=<img border=0 he1-i|1t-22 sros“imageslogin gif' </ a<a koduna baktl Imlzda
hrefe="welcome. php"><imy border=0 height=22 src="images /account.gif =< as<a g y
hrefe"contace. php"><img border=0 heighr=22

frc="imagesScontact. git”

% LT S s
Crccumene Tagne 18, Satuass 13T /O T e e e Feras s 1O e | lO@iN bilgilerinin
b soeeeree TInLCa0u000s LI Lo 0000 BRLOSIL FeFoC s 3 <HasTE wisths s8N

or ink= < wlink= onLoad="setfocus(); "><table width= ~ TN -
brder - skt ekranda goruldugu gibi

Th="37% ni. Qn=rignT=<D=USEer MName ;< 0o/ Tox Tl

L - <1 B -~
widrh="63%"> input Type="text” name="uld” value = = g A g I b k y d g I
<Tre «td width="37%" aligne=right><b>Password: </be</d: <td widthe"63%"> aSI an a a e I ’

ingut Types"password” nanes"passe > </ods < Trs <TF> <t

fdeha"37%" mhnbapt < rd d wildthe"63%" 1 = "submit"” Id PaT b
:ra.'ltzn"gﬂl:mztnfﬁ {ﬂ--'._.-"td:r -'..-"tr.'-ﬂ-:.-":ahll:le:r ] cpr&nbsp; ~'..-"p; R e ' Sa Irganln Segtlgl r
ATy e L e S LM D S - . A

- ¥ - Lo S1ZE8&E=1% o T WOt M= 4 1 vgris | > LA [ arders=
Exh-iaabﬂr:;ducmﬁidﬁtxi 2001, HackMa Hank:ﬁ::hrb all rights r:?r.'ru:d.ffﬁ:mr- o td> < ftra Slteye yOnlendlrlldlglnl

</tablex < HTHML® T
goruruz
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HACKME ) s | Olaydan haberdar
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T ettiginde aslinda bu
bilgilerin hacker’'a
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o 4| Kullanici login oldugunda

hacker onun UN/PW
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Hacker bircok
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Cross Site Scripting

Detayli Bilgi

CERT CA-2000-02
http://www.cert.org/advisories/CA-2000-02.html




Parametre Degistirme

e Zayifligin Aciklamasi:

Parametreler istemciden bilgi almak i¢in kullanilan araglaridir. Bu bilgi sitenin URL
parametresi icinde degistirilebilir.

e Neden Parametre Degistirme:

Uygulama gelistiricileri cogunlukla parametrelerin gecerli degerleri ve bunlarin nasil
kullanilacagi Uzerinde yogunlasirlar. Yanlis gelen degerlere ya hi¢ dikkat edilmez
ya da ¢ok az onlem alinir.

e Bu manipiilasyonun sonucu olarak:

Uygulama, gelistiricisinin arzulamadigi sekilde bir fonksiyonu ¢aligtirip musteri
bilgilerine erigim saglayabilir.

dahili



Parametre Degistirme - Ornek

#Z Pharmacy - Metzcape
Fie Edi “ew Go Commumscator Help

Edgaﬁaﬂdmﬁg;

corwers Reload Haome Search  Metscape  Pnnt Security i
J Bookmaiks d&, Gntn:|hllp'.a'f'wn-\mabc.mmf'phaumacyf’pde.asp?backw'pharmaowscr_Jt&asp&palientid=?.‘3[l8551 'I @'Whal‘sﬂelataﬂ

g%.lnstant Meszage hembers @ ‘wiebbd ail Connections BizJoumal Sme Update Mklplace

pharmacy

Prescriptions and refills delivered to your door.

your list | shopping bag checkout | your account prescriptions | help

pharmacy | Health Profile patientid=790865

Jenny Smith Update Profile

Sex Female
Birthday: 5/5/1970
Phone number: 408-4345754
Address : 343 18t st, San Jose, CA
IMedical Conditions: Pregnancy ;, AIDS
Current Medication: Prozac

=l
T e e Tl




Parametre Degistirme - Ornek

2 Phaimacy - Metscape
Ed= Edt Wiew Go Communicator Help

2 2 A & o m S &£ N
Back Reload

1
l Sonyard Home Search Metscape  Fint Security g
7
]

: 'J'Bonkmaiks ‘&, Go tn:Ih‘ﬂp:Hﬁww.ahu:.comf'phalmau:yf‘pre.asp%ackﬁpharmaﬂp!st ipts. asplpatientid=" __ﬂ ﬁ'\\-"hat’s Related

' 3

i &Inﬂant Message wiehid ail @ Contact @ People :@ ‘ellow Pages Drawar, v |_"|' Charinels

heauty B well

Prescriptions and refills delivered to your door.

your list | shopping bag checkout your account prescriptions | help

pharmacy | Health Profile

Abare Kelly Update Profile

patientid=*

Sex: Female
Birthday: 8/4/1965
Phone number. 258-5457674
Address: 434 South st, Atlanta, Georgia
Medical Conditions: Asthma ; High Blood Pressure
Current Medication: Ambien

Abba Kevin TUpdate Profile

Sex: Male
Birthday: 7/3/50
Phone number: 3345452345
Address - 434 Concord Dr, Pheonix City, AL
Medical Conditions: Cancer :j

[ == | Document: Done = T e MRS




Forceful Browsing

e Zayifligin Agiklamasi:

Dosyalarin ya da directory’lerin isimlerini tahmin ederek istediginiz nesnelere, oraya
erismek icin izlemeniz gereken dizayn mantigini takip etmeden erigme sansiniz
olabilir.

e Neden Forceful Browsing:
1. Kurulus asamasinda default dosyalar unutulur.

2. Yanliglkla agiga gcikmamasi gereken yeni dosyalar ya da silinmesi gereken esKi
dosyalar unutulur.

e Bu manipilasyonun sonucu olarak:

Icerik (log dosyalari, yénetim araclari, uygulamanin kaynak kodu vs.) dosya ya da
directory erisim haklari yizinden ortaya c¢ikar.

dahili



Forceful Browsing - Ornek

File Edit “iew Go Communicator Help

| 2 2 A N =N L
Back Fonward Fieload Home Search  Metscape Print Security Stop

v w‘ T Bookmarks & Go to:lhttp: Féwi. pooh. com/register-new user hitml LI @' “What's Related

ﬁlnstantMessage wiebbd ail Contact People ‘rellow Pages Diownload L‘i Channels

Welcome to Pooh's Site A
Join Chat Mail Scrapbook Eewew Login Home About Games

Tpdate Information Sign Tp

Hey Eids! Welcome to Pooh's sitel

Just filll out the form below and vou will be up and runming in no tme. Be
sure to ask your parents for perrmszsion and help m filling out the form
below.

First Name f

Last Name f
Gender  boy gl

Fill ot your address information so we'll be able to send you aty prizes you may
wirn i our contests.

Address f
City |
State f
|
[

Zip Code

Countrv ||
=T == | Dacument: Done ER S R A
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DaHA FAZLA INTERMET




Forceful Browsing - Ornek

B register-new user-source - WordPad

File Edit Miew Inzert Format Help

o i e e e e

To prewvent direct access|t0 our datebase from the welh,
we will use a flat file to sStore recent entries (in fprivate/kids.cws),

onrdl on 4:00 AM everyday & crontabh will &dd them to the DB
EEERFTXTATETLT LN W 0 EXXLEET

LI S A

< !doctype 7

<html> | 1O prevenE direct acc:ESs to our data bas;e from the web
shemd we will use a flat file to store recent entries (in/private/kids.cvs)

<meta b

xera r @nd on 4:00 AM everyday a crontab will add them to the DB
<£link rel=s olvicoucco Lypc— LEALy LOoo HIC1— fF LUCINIESf OLY Ll .00 -~
£gcript LANGUAGE="JavaScript':»

=
var imgWindour;
function openviewer (file, name, width, height) {
format = "toolbar=no, location~no,directories=no,status=yes,scrollbars=yes,reaice
aPoplUp = window.open(file,name, format) ;
self.imgWindow = aFopUp;

function composeMail() |
/A spavn window
openViewer (' /cgi/mail ops.pl?action=compose','MAIL',450,400): -
41 I 3
For Help, press F1 | [ v
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Forceful Browsing - Ornek

¥ Netscape

Fide Edit Miew Go Communicator Help
T & & _
| ¢« ® B A 2 b S & @ m
=l Back Zorwand  Feload Horme Search  licwuape My Securnity Eten
*' mt " Bookmak: A Goto Ihup: dhvove, poohi som/ private/kids. cvs _:] F.1" what's Related

T! g%lnstant Message @ Wiebbd ail @ Contact @ Peope ? 7 ellow FPages Dovrload Ij Channels

Dawnido Jones, boy, Santa MMomca Bled, “West Hollywre od, CA, 95057, (3230656-2686, 5713790, lallerboy, kaller
Megey Brian, girl, 343 S Broadway, Los Angeles, C4 B7065, (818)559-7616 , 6/7/91, guitar99, megey

Dana Smith, girl, 1388 Padres Place, Prattalle, AL, 3¢ 067, (205)926-1767, 59786, smith10, test30

Terry Johnson, boy, 2219 Georgian Drive, Huntswlle, |\, 35801, (256 830-9876, 5/5/85, Tucker, Tucker
Barbara Eelly, girl, 454 Fifth Av, DY, NY, 87656, (. .)989-7654, 1/5/92, Babel2, kelly

/private/kids.cvs

| [=ih=| | Document: Done




Uygulama Firewall’larindan Beklenenler
(ICSA Gereksinimleri) p

Uygulama Katmaninda Caligmali - ISO modeli, katman 7

e Inbound ve outbound istekleri anlamalidir
e Tum kullanici oturumunu koparmadan gecgersiz istekleri bloklamaldir

Uyg'ul_ama Tehditlerine Karsi Algilama ve Koruma Saglayacak Sekilde Dizayn
Edilmis Olmalh

e Imza temelli ve imza temelli olmayan ataklar

Dinamik ve Hassas
e Uygulama mantigini anlamali

Web Uygulama Teknolojileri ile Uyumlu Olmali

e Gercek dunya ortamlari goardi edilmeden dizayn edilmis olmali — kod/igerik
hergun degisir

Gergek Zamanh Caligmali
e Tehditleri sunucuya ulasmadan ogrenir ve bloklar

Uygulama Katmaninda Forensic Saglamali
e Loglama ve Alarmlar

Tek Noktadan Yonetim
e TUm uygulama bilesenlerini yoneten tek ¢ozum

dahili



Pozitif Guvenlik Modeli

o Reaksiyon seklimizi degistiriyoruz:

Istenmeyen davraniglari izleyip durdurmaya galigmaktansa
sadece uygun buldugumuz davranisa izin veriyoruz

e Pozitif guvenlik modelinin avantajlari:

Manuel patch, atak imzasi veya surekli guncelleme vs.
gerektirmez

Bilinen VE bilinmeyen acik/ataklara karsgi koruma saglar

Sadece gecerli istekleri iceren bir set saglar, false alarm
ihtimali azalir

Planlanmamis downtime’da azalma

dahili



Pozitif Guvenlik Modeli

Negatif Mantik

e Bilinen ataklar haric¢

herseye izin verir

e Anti-virus aracglari ve
IDS sistemleri tarafindan

kullanilir

e Atak imzalarina ait bir

liste tutmalidiriar

o Problem Bilinmeyen

s

eni ¢cikan) ataklar
rdurulamaz

Poazitif Mantik

S esifik olarak
ulamaniz harig, bagska
|g ir seye erisim yok
UL}llgulama sayfalarini
L’ler), parametrelerini

ve arametre degerlerini
tanlmalldlr

Network ve igletim sistemi
katmanlarina erigsimde
kisitlama

En sagllkll uvenlik

K Imi: tum geri
alan ar ( ataklar dahil)

bloklanmaktadir

dahili




AppShield Nasil Caligir?

Guvenlik Politikasi;
Dynamic Behavior Policy Recognition (DPR) kullanarak taninir,
Adaptive Reduction Technology (ART) kullanarak icra edilir

GET / HTTP/1.0

Policy Recognition

Policy Enforcement

\/

YANIT (TEXT DOSYA)




AppShield Nasil Caligir?

Guvenlik Politikasi;
Dynamic Behavior Policy Recognition (DPR) kullanarak taninir,
Adaptive Reduction Technology (ART) kullanarak icra edilir

GET / HTTP/1.0

Policy Recognition

Policy Enforcement

\/

YANIT (TEXT DOSYA)
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AppShield Nasil Caligir?

Ana
Sayfa

Dynamic Policy
Recognition Engine

v

Browser AppShield Web
Sunucu




AppShield Nasil Caligir?

1 Dynamic Policy
> Recognition Engine

Browser AppShield




AppShield Nasil Calisir? 3T

@r sonraki istek i(ﬁ

gecerli secenekler:

Nesne A
Nesne B
Nesne C

K Nesne D
—
- Dynamic Policy
> Recognition Engine

Browser AppShield Web
Sunucu




AppShield Nasil Caligir?

Nesne B

Dynamic Policy
Recognition Engine

v

Browser AppShield Web
Sunucu




AppShield Nasil Calisir? 3T
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AppShield Nasil Caligir?
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AppShield Nasil Caligir?
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AppShield Nasil Calisir? 3T
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AppShield Nasil Calisir? 33
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Gunumuzun Web Guvenlik Mimarisi:

Karmasik Networkler! ve hala hacking devam ediyor.

IDS
Authentication L

| :
Uygulama FiItreIeme'

e-Business e-Business
Database Server

Production

Network ‘

* YOnetmesi zor
* Insan hatasina acik

* Oldukca tecriibeli
yoneticiler gerektirir

 Artan karmasiklik
potansiyel agiklar
yaratir




e-Gap Veri Akisi

Kullanici sifreli
bir transaction
baslatir

Transaction
TCP/IP agi
Uzerinden harici
e-Gap sunucuya
gonderilir

e-Gap
Harici

LT T

e-Gap .:!II.I..'I.IJI'H. =
ELTT

Sunuc_u : Sunucu

e-Gap System

==u

Dahili Networ;k

end sis’gfam >

Du@n

AN

icerigi incelenir

nindan

Kullanici authenticate Ection
edilir ve transaction |




e-Gap: Uygulama Guvenligi

Ayrik Ters Proxy

WIIBUQA

gqaM
dol
J118Ud9)
9|l
l"eN
AdS

Kullanici

Network + OS Network + OS
Web/Uygulama

e-Gap Driver e-Gap Driver Sunucu




e-Gap Network Mimarisi

Web Sunucu
(Tanitm Amaclr)

-~

DMZ

i e-Gap Harici Sunucu

e-Gap Sistemi ’\’E e-Gap Appliance

e-Gap Dahili Server

., o
. o
--------------------------------------------

Production ERP, insan Kaynaklar,

Network % VeriTabanlarn, Uygulama
Sunuculart,
Mainframeler, \




Case Study: sess

Exchange 2000 DMZ’de 13

@ Exchange uzerinde OWA Front-End
sunucu DMZ'de

@ “Swiss Cheese Firewall”

@ Harici Firewall
8 Acik portlar 443/80, 110 .
@ Dahili Firewall . Firewal
s Acik portlar 80, 110, LDAP(389), vs.

@ RPC: TCP/135 ve dinamik port
range’ler(!) veya 2 tane ile sinirlh - _
Information Store & Directory Service

® RADIUS DMz B)
@ UDP 1645 veya UDP 1812

@ DMZ'de Full Exchange Server

Private Key

Exchange
2000 Front-
End server

@ DMZ'de hassas bilgiler Active | RADILS Sunucy &
- g Directory Exchange unucu
@ Sunucu sertifikalari/6zel anahtarlar Global 2000 Authentication
m fcerik production network’e clear text Catalog Veritabar

geciyor, sniffing’e acik
@ DMZ'e girenler Authentication /
Encryption onlemlerini bypass edebilir




Geleneksel Metodlar
Manuel Audit

e Ilgili tim is (business) manti§inin gézden geciriimesi

e [TUm uygulama arayuzlerin nasil ¢alistiginin tam olarak
anlasiimasi

e Client side script’ler ve sayfalarin tamamen incelenmesi

e Ilgili tim 3rd party kodlarin ve kendi gelistirdiginiz kodlarin
gozden gecirilmesi

e Bilinen zayifliklara ait guncel bir database tutma
zorunlulugu

dahili



Geleneksel Metodlarin Problemleri

Asla bitmez, zaman ahir, pahahdir

e Cok noktada insan hatasi

e Uygulama gelistirme, QA, Operasyon, Vendor yazilimlari,
Outsourcing

e Her gun yeni bug’lar bulunuyor
e Patch gecikince risk artiyor

e Sitenin Karmasiklig!
e Binlerce satir kod ve birgcok baska uygulamaya baglanti

e Uygulama gelistirme ¢evrimindeki baski

e “time to market” gereksinimleri gelistirme ve QA
asamalarini yakindan ilgilendirir

e Yaraticilar paranoidlere karsi!
e lyi programlama mantig1 x giivenli kod

dahili







